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Questions Presented

In the Foreign Intelligence Surveillance Court of
Review’s third ever published case the Court of
Review held that the government may record and
store, post-cut through digits (“PCD”) of a telephone
call. PCD data are telephone digits dialed after a
phone call is connected to a source, which may
include bank information, credit card digits, or
further routing information such as telephone
extensions or calls put through by an operator.
Some of this information the Government concedes
1s protected content information and other
information is meta-data which the Government
may access under this Court’s decision in Smith v.
Maryland, 442 U.S. 735 (1979). Applying a novel
“foreign intelligence exception” to the Fourth
Amendment, which this Court had previously
declined to recognize, the Court of Review allowed
the Government access to PCD, covering content
information, upon the theory that the technology is
not yet available to distinguish between content
digits and additional routing information.

1. Whether the Court of Review erred
balancing the Fourth Amendment
reasonableness of government access to PCD
without probable cause or warrant, by
erroneously applying a “foreign intelligence
exception” not recognized by this Court and
contrary to the holding in United States v.
United States District Court, 407 U.S. 297
(1972) (the “Keith case”).

2. Whether the asserted technological
incapability is a legally sufficient basis to



invade PCD content information protected
under the Fourth Amendment
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List of the Parties/Corporate Disclosure

The United States of America is a sole party
participating. The litigation centers on a specific
unnamed U.S. person, who has not participated in
the litigation and may not been notified of ongoing
surveillance. The Court of Review appointed an
amicus curie who opposed the Government’s
position before it. The present would-be amicus
seeks to press the argument before this Court.

None of the parties have a corporate existence or
parent companies.

Opinions Below

On January 21, 2016, in In Re’ [Redacted] A
United States Person, Judge Hogan of the Foreign
Intelligence Surveillance Court (“FISC”) granted a
Government application for a Pen Register and
Trap and Trace device. After subsequent briefing,
the FISC opted to certify questions of law regarding
government access to PCD data, because FISC
practice differed from most other federal courts.
(Infra, App. 39-41) On consideration of the certified
questions, the Foreign Intelligence Surveillance
Court of Review (“FICOR”) issued an opinion on
April 14, 2016, Docket 16-01. (Infra, App. 33-34)
The decision was not approved for declassification
by the Director of National Intelligence until
August 18, 2016. Id. The decision was not
published until August 22, 2016. The decision of
FISC and FICOR in this case are published on their
website. FISC Decision
(http://www.fisc.uscourts.gov/public-
filings/certification-question-law-foreign-



http://www.fisc.uscourts.gov/public-filings/certification-question-law-foreign-intelligence-surveillance-court-review
http://www.fisc.uscourts.gov/public-filings/certification-question-law-foreign-intelligence-surveillance-court-review

intelligence-surveillance-court-review) and FICOR
Decision (http://www.fisc.uscourts.gov/public-
filings/opinion)

Statement of Jurisdiction

This Court has jurisdiction to review decisions of
the Foreign Intelligence Surveillance Court of
Review under 28 U.S.C. § 1254 and to issue an
appropriate writ of error under 28 U.S.C. § 1651.
The Foreign Intelligence Surveillance Act further
provides a series of interlocking statutes
authorizing this Court’s jurisdiction. 50 U.S.C. §
1803(b)Gurisdiction upon certiorari appeal by
United States); §1803(f) (power of Supreme Court
to modify orders); §1803 (k) (authorizing this court
to review certified questions); § 1861(H)(3)
(urisdiction over production and nondisclosure
orders);  §1881a(h)(6)(B)  (urisdiction  over
directives to service providers targeting persons not
in United States); §1881a(1)(4)(D) (jurisdiction for
judicial review of minimization and targeting
procedures on application of United States). The
Court also has jurisdiction under its general
supervisory power over Federal Courts.

Statutory and Regulatory Provisions Involved
Relevant statutes and regulations involved in this
proceeding are reproduced in the Appendix.

Statement

In 1978, following the Church Committee Report,
the Rockefeller Commission Report, public
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http://www.fisc.uscourts.gov/public-filings/opinion
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disclosure of the Central Intelligence Agency’s
“family jewels,” and the widespread abuse of
bugging by the Nixon Administration under the
fraudulent guise of national security, Congress
enacted the Foreign Intelligence Surveillance Act of
1978 (“FISA”). 50 U.S.C. § 1801, et seq. FISA was
substantially amended by the USA PATRIOT ACT
of 2001, following the terrorist attacks on
September 11, 2001. The modern history of the
FISA Act begins with the disclosure by the New
York Times on December 12, 2005, that the
President had unilaterally authorized extra-
judicial wiretapping which circumvented the FISC.
Following a negative decision by FISC that remains
classified, Congress passed the Protect America Act
of 2009 (“PAA”) which, among other things
provided new surveillance powers to the
Government. Some of the provisions of the PAA
were reversed the following year in the FISA
Amendment Act of 2008, although the 2008 Act
extended an immunity from suit to telephone
carriers who cooperate with the Government.

In June 2013, fugitive Edward Snowden, formerly
a contractor for the National Security Agency,
revealed widespread mass surveillance by the
Government to the Guardian Newspaper. Among
the first items disclosed by Mr. Snowden was a
routine re-authorization from the FISC for the
large-scale collection of “telephony meta-data”
under Section 702 of the FISA statute. After
subsequent public outrage, Congress debated
surveillance heavily. A filibuster of a
reauthorization bill by Senator Rand Paul of
Kentucky allowed the post-Patriot Act surveillance



authorization to expire for roughly 24 hours on
June 1, 2015. Subsequently Congress enacted the
USA FREEDOM ACT, a surveillance reform

measure.

The individual in this case is unknown and the
details remain classified. All that is publicly known
is that he/she is a U.S. National. The Government
applied for a pen register authorization to tap a cell
phone. Pen Registers and Trap and Trace Devices
do not generally collect information except for
dialed digits or characters.

Reasons for Granting the Petition

1. The Decision Below is novel—First Major
Application of Foreign Intelligence Exception to
Fourth Amendment

So far as the public record discloses, this Court has
never reviewed any decision of FICOR. In part this
is due to the scarcity of such decisions, there only
being two prior decisions of FICOR in its 38 year
history. In Re: Sealed Case, 310 F. 3d 717 (FICOR
2002); In Re: Directives, 551 F.3d 1004 (FICOR
2008). The current decision is the first substantial
exposition of, and concrete application of, a so-
called foreign intelligence exception to the Fourth
Amendment. FICOR recognized the exception, but
did not explore its boundaries, in 2008. 551 F.3d at
1010-1012.

Several lower federal courts have adopted a foreign
intelligence exception to the Fourth Amendment,
but almost all that have done so did so before the



enactment of FISA in 1978. United States v. Bin
Laden, 126 F.Supp.2d 264, 272 n.8 (SDNY 2000). Cf
In Re: Terrorist Bombings of U.S. Embassies in
FEast Africa, 552 F.3d 157, 172 (2nd Cir. 2008)
(declining to adopt foreign intelligence surveillance
exception, but declining extraterritorial application
of Fourth Amendment). “FISA, enacted in 1978,
was Congress's response to judicial confusion over
the existence, nature and scope of a foreign
intelligence exception to the Fourth Amendment's
warrant requirement in the wake of the Supreme
Court's 1972 decision in United States v. U.S.
District Court, 407 U.S. 297, 92 S.Ct. 2125, 32
L.Ed.2d 752 (1972).” United States v. Sherifi, 793
F.Supp.2d 751, 753 (E.D.N.C. 2011). The confusion
about the scope of the exception, if it still exists
after the enactment of FISA, is murky at best.

The modern Fourth Amendment stands on two
pillars—the Warrant Requirement and Probable
Cause. The Fourth Amendment generally requires
both elements, but depending upon context may
dispense or alter either. In the administrative
search context, this Court has normally required
search warrants even where no individualized
showing of probable cause is required. City of Los
Angeles v. Patel, 135 S.Ct. 2443 (2015); Camara v.
Municipal Court, 387 U.S. 523 (1967) (municipal
inspection regime subject to warrant requirement
even if probable cause standard altered); Marshall
v. Barlows, Inc., 436 U.S. 307, 320 (1978) (“Probable
cause in the criminal law sense is not required” but
a warrant may still be required). The converse is
also true, that probable cause (or its cousin
reasonable suspicion) may meet the Fourth



Amendment’s requirements without a warrant.
This i1s prevalent in the exigent circumstances
exception, the automobile exception, and the search
incident to lawful arrest.

The Fourth Amendment embodies several different
interests and protections. The requirement of a
neutral and detached magistrate, reviewing each
individual case, safeguards against excessive and
unnecessary invasions of privacy. The probable
cause requirement induces the Government to
assemble a likely case of individualized misconduct.
The Warrant itself confines the discretion of the
searching officer and circumscribes the scope of the
search or seizure. Even the requirement of an
affidavit or oath by the applicant serves to put the
government officials on their word and honor before
they may invade and interfere with a citizen’s
private life. Many of the concerns, such as the
particularity requirement, focus on separation of
powers concerns about confining the discretion of
the Executive.

Even when this Court has “carved out carefully
delineated exceptions” to the textual dictates of the
Fourth Amendment, there have always been
careful limitations. “Our decisions [l cannot be
taken as establishing a freewheeling authority to
declare new categories of [searches] outside the
scope of the Flourth] Amendment.” United States v.
Stevens 130 S.Ct. 1577, 1586 (2010).

When the stakes are highest, that is the most
important time for Government to be held to its
burden. Generalized and vague claims of national



security do not dispense with the Constitution or
its strictures. Keith, 407 U.S. at 314. The history of
dictatorship shows that claims of national security
all too often serve as cloaks for egregious human
rights abuses, governmental overreach, mass
surveillance, and  other adornments of
totalitarianism.

The Fourth Amendment is a restraint
on Executive power. The Amendment
constitutes the Framers' direct
constitutional  response to  the
unreasonable law enforcement
practices employed by agents of the
British Crown... Over the years —
particularly in the period immediately
after World War II and particularly in
opinions authored by Justice Jackson
after his service as a special prosecutor
at the Nuremburg trials — the Court
has recognized the importance of this
restraint as a bulwark against police
practices that prevail in totalitarian
regimes

California v. Acevedo, 500 U.S. 565, 586 (1991)
(Stevens, J. dissenting). “But the forefathers, after
consulting the lessons of history, designed our
Constitution to place obstacles in the way of a too
permeating police surveillance, which they seemed
to think was a greater danger to a free people than
the escape of some criminals from punishment.”

United States v. De Ri, 332 U.S. 581, 595 (1948).



In this case, FICOR has applied a foreign
intelligence exception that this Court has declined
to recognize. In fact it has done so in the face of the
logic and holding of the Keith Case. FICOR’s
holding 1s also problematic because it fails to
delineate what is being excepted from. Pre-FISA
cases generally treat the supposed Foreign
Intelligence exception as a deviation from the
warrant requirement, as opposed to the
requirement of an individualized quantum of
suspicion such as probable cause. Cf In Re:
Certified Questions, slip op. 16-01 (FICOR 2016)
(“We conclude that...the incidental collection of
content information during the collection of post-
cut-through digit...is constitutionally reasonable,
even when done without a probable-cause
warrant.”).

FICOR’s whole purpose is to serve as the neutral
and detached magistrate imposed to restrain the
Executive’s role. FICOR and FISC find their
genesis in the suggestion of the Keith court that
Congress designate a special court to hear and
determine national security wiretap applications.
Keith, 407 U.S. at 323. Here the FICOR has
essentially abdicated its function by allowing the
Government to collect constitutionally protected
content information, without the constitutional
safeguards.

A. The Pen Register Statutes

There are two Register Statutes, one in Title 18
applying to domestic cases and the other within the



FISA statute. 18 U.S.C. § 3121 et seq.; 50 U.S.C. §
1841 et seq. The two statutes cross reference each
other and are defined to specifically exclude
content. Pen Registers are supposed to intercept
“dialing” “routing” “addressing” and “signaling”
information (“DRAS”). 18 USC 3127(3),(4); 50 USC
1841(2). In more general terms, Pen Registers are
normally combined with Trap & Trace devices to
capture and record all incoming or outgoing phone
numbers dialed. The terminology itself comes from
practice in the 1960’s when the modern Public
Switched Telephone Network was laid out. In that
time period a Pen register was a mechanical
counter, a little bigger than a pen, which would
dimple onto a string of register tape the dialed
phone numbers. In contrast a Trap & Trace device
was normally a diode based device which would
prevent the mechanical hang up signal from being
transmitted until an operator had time to trace the
incoming phone number. Pen Register applications
are now normally, and frequently, combined with a
Trap & Trace device order, leading Courts to treat
them interchangeably.

Pen Registers are constitutionally unregulated.
Smith v. Maryland, 442 U.S. 735 (1979). The
dialing information they intercept, because it is
voluntarily given over to the phone company, has
no expectation of privacy. Smith, at 746. Indeed,
keeping track of phone calls in and out is still
information that phone companies need in order to
properly bill their customers. However, after the
2001 terrorist attacks, the USA PATRIOT Act
modified the definition of Pen Registers to include
all electronic data. Despite subsequent tinkering in



the Protect America Act and the FISA Amendment
Act, Pen Registers are now generally authorized for
all electronic signaling—including internet traffic.

After the Watergate scandals involving bugging
and widespread abuses of the intelligence agencies
detailed in the Rockefeller Commission Report and
the Church Committee, Congress decided to
regulate Pen Registers. The Omnibus Crime
Control Act of 1968 (Title III) did not regulate Pen
Registers but rather “interceptionls]” and proper
wiretaps. In light of the Smith casp, Congress
required that the Government present a judge with
an application before installing a Pen Register.

This mandatory nature of Pen Register
applications is what makes them different from a
Search Warrant. Judicial supervision in the Pen
Register context is not constitutionally required,
simply being an act of congressional grace. Because
Pen Registers, by definition, exclude all content
information there 1is nothing constitutionally
protected, and no violation of rights can occur. In
similar vein because DRAS data is not
constitutionally protected, it “does not require a
showing of probable cause to authorize pen register
interceptions.” In Re: Certified Questions, at 36
(App. At 77).

B. The Ratio Decendi of the Decision Below
There are two critical assumptions in the FICOR
decision. First 1s that the collection of

constitutionally protected content information,
without a search warrant, is acceptable so long as

10



it is “incidental.” The second is that the (alleged)
lack of technology to sort content from non-content
information 1s sufficient reason to allow the
collection of all information.

For the first time, and essentially against the
universal opinion of other Federal Courts, and the
weight of history, the FICOR decision deliberately
allows the Government to invade constitutionally
protected information without safeguard or
restriction. No showing of suspicion or probable
cause required. The FICOR decision characterizes
the collection of content information as “incidental”
to the collection of non-content information. It
cannot properly be characterized as “incidental”
when the Government has actual knowledge that
some, or most, of the PCD information it 1is
collecting is protected.

The FICOR decision condones the collection of
constitutionally protected content information
without a Search Warrant, under the guise of the
Pen Register scheme which requires no showing of
suspicions or probable cause. Probable Cause is a
flexible standard designed to give “fair leeway for
enforcing laws” and “seek to safeguard citizens
from rash and unreasonable interferences with
privacy.” Brinegar v. United States, 338 U.S. 160,
176 (1949).

The rule of probable cause 1s a
practical, nontechnical conception
affording the best compromise that has
been found for accommodating these
often opposing interests. Requiring

11



more would unduly hamper law
enforcement. To allow less would be to
leave law-abiding citizens at the mercy
of the officers' whim or caprice.

Brinegar, 338 U.S. at 176. Although the court
below harped upon the “textual command” of
reasonableness, probable cause and search
warrants are also textual guarantees of the Fourth
Amendment. Cf. In Re: Certified Questions, slip
op. 16-01 at 26 (FICOR 2016) (“/W]hen it comes to
intrusions of this kind, the warrant requirement is
sometimes a poor proxy for the textual command
of reasonableness.” (App. At 65).). Relying on the
premise that “the ultimate touchstone of the
Fourth Amendment is reasonableness” FICOR
dispensed with both the warrant requirement and
the probable cause requirement. Brigham City v.
Stuart, 547 U.S. 398, 403 (2006) (quotations
omitted). However this is “a line of reasoning that
abstracts from the right to its purposes, and then
eliminates the right.” United States v. Gozalez-
Lopez, 548 U.S. 140, 145 (2006) (quotation marks
omitted) quoting Maryland v. Craig, 497 U. S. 836,
862 (1990) (Scalia, J., dissenting). Speaking of the
Sixth Amendment right to counsel, the Court said
“[The Constitution] commands, not that a trial be
fair, but that a particular guarantee of fairness be
provided.” Gonzalez-Lopez, 548 U.S. at 146.
Likewise, the Fourth Amendment provides
particular textual guarantees of judicial review of
a search warrant based on probable cause. These
particular textual procedures are not to be
disregarded lightly, or without appropriate
substitute. Boumediene v. Bush, 128 S. Ct. 2229,

12



2266 (2008) (characterizing necessary
requirements of adequate habeas corpus
substitute).

C. Content - non content Distinction

The Pen Register Statutes, both of them,
distinguish between content and non-content
information. The statutes, which are cross
referenced, are targeted at dialing, routing,
addressing, and signaling information (“DRAS”).
The Pen Register Statutes were written with
constitutional underpinnings. The Content - non
content distinction is “a line identical to the
constitutional distinction” as that “drawn by the...
Supreme Court in Smith v. Maryland, 442 U.S. 735,
741-43 (1979),” H.R. Rep. No. 107-236(D), at 53.

The distinction between content and other
information, giving rise to an expectation of
privacy, is older than the modern history of the
Fourth Amendment. FEx Parte Jackson, 96 U.S. 727
(1877) (holding that the Fourth and First
Amendment apply to the transmission of mail).

The difficulty attending the subject

arises, not from the want of power in

Congress to prescribe regulations as

to what shall constitute mail matter,

but from the necessity of enforcing

them consistently with rights

reserved to the people, of far greater

importance than the transportation

of the mail. In their enforcement, a

distinction is to be made between

13



different kinds of mail matter, —
between what is intended to be kept
free from inspection, such as letters,
and sealed packages subject to letter
postage; and what 1s open to
inspection, such as newspapers,
magazines, pamphlets, and other
printed matter, purposely left in a
condition to be examined. Letters and
sealed packages of this kind in the
mail are as fully guarded from
examination and inspection, except
as to their outward form and weight,
as if they were retained by the
parties forwarding them in their own
domiciles. The constitutional
guaranty of the right of the people to
be secure in their papers against
unreasonable searches and seizures
extends to their papers, thus closed
against inspection, wherever they
may be. Whilst in the mail, they can
only be opened and examined under
like warrant, issued upon similar
oath or affirmation, particularly
describing the thing to be seized, as
1s required when papers are
subjected to search in one's own
household. No law of Congress can
place in the hands of officials
connected with the postal service any
authority to invade the secrecy of
letters and such sealed packages in
the mail; and all regulations adopted
as to mail matter of this kind must be

14



In subordination to the great
principle embodied in the fourth
amendment of the Constitution.

FEx Parte Jackson, 96 U.S. at 732-733. This holding
predates the exclusionary rule and incorporation of
the Fourth Amendment, to apply against the
states. The Government’s position stands against
this age-old holding, and the constitutionally-
informed express prohibitions in the Pen Register
Statutes upon invading content. The FICOR’s
decision stands alone against a cavalcade of other
federal courts which have prohibited the collection
of any PCD because it might include content. In
fact the FISC noticed in its original certification of
the issue to FICOR, that “every other court” to
consider the issue of post-cut through digit
collection has substantially prohibited any such
collection.

Most importantly, the content-non content
distinction laid out by Ex parte Jackson was seized
upon by the Court in Smith v. Maryland as the
constitutional justification for excluding Pen
Registers from the reach of the Fourth Amendment.
Smith, 442 U.S. at 741 (“Yet a pen register differs
significantly from the listening device employed in
Katz, for pen registers do not acquire the contents
of communications.”). It is sophistry of the rankest
kind to claim Smith as justification for the
constitutional reasonableness for the use of pen
registers, but then deliberate undermine its
holding by allowing access to content without a
warrant or probable cause. Lower courts have been
jealous in guarding the privacy right of American

15



citizens and the core of the Fourth Amendment. A
leading case dealing with advancing technology,
and the Government’s attempts to reach protected
information through back-door legal processes
which do not conform to the probable cause and
warrant requirements is United States v. Warshak.
Warshak, 631 F.3d 266 (6t Cir. 2010) (holding that
Stored Communications Act was unconstitutional
under the Fourth Amendment because it granted
the Government the right to subpoena, without
warrant or probable cause, private emails).

The FICOR decision is novel and against the weight
of this Court’s jurisprudence. The FICOR decision
also holds against the vast of weight of authority of
almost every other Federal Court that has
considered the issue of PCD data. This Court ought
to grant review.

2. The Decision below has wide public policy
import--Statutory Interpretation

Leaving aside the weighty constitutional concerns,
the FICOR decision is indefensible in terms of
statutory construction. The Communications
Assistance to Law Enforcement Agencies Act
(CALEA) allows the Government to require the
surreptitious assistance of telephone companies,
upon a public utility theory, covering both technical
expertise and equipment. Currently the Pen
Register statutes require the Government to use
“all reasonably available technology” to aid it in
avoiding the interception of constitutionally protect
content information. The primary thrust of the
FICOR decision turns upon the lack of reasonable

16



available technology to sort out content from non-
content.

For reasons laid out above, the FICOR decision
breaks the time-honored rule of constitutional
avoidance. As a rule of statutory construction, the
constitutional avoidance doctrine assumes that
Congress knew what it was doing when the statute
was written and therefore requires all statutory
doubts to be directed away from constitutional
questions. The doctrine also requires that, where
possible, a statute be interpreted in a manner to
ensure its constitutional validity. Here the FICOR
simply assumed, without much explication, the
availability and application of a “foreign
intelligence exception.” @ The FICOR decision
expressly allows for the exception of content
information upon a pen register application.

The FICOR decision is also faulty for failing to
apply the plain meaning rule. A straight textual
reading of the Pen Register statutes exclude
content by definition. 50 U.S.C. § 1841. The
“reasonably available” technology provision is a
savings clause of the same type interpreted in
Keith. The result here must be the same as Keith.
A savings clause may be directed at unimaginable
or largely inconceivable directions. However a
savings clause does not convey authorization to
perform an activity. The same rule held in Keith,
that a savings clause protecting any existing
inherent constitutional power that the President
had to wiretap in the name of national security, did
not convey an unrestricted power to wiretap in the
name of national security.

17



Even on its own terms, the FICOR decision is poorly
considered on a record without much fact-finding.
Solely upon the Government’s representations that
sorting content from non-content dialed digits was
not technologically feasible, FICOR rested its
decision. Attorney Zwillinger, the amicus below,
contested the  Government’s  technological
representations.

Some context for that decision is appropriate.
Decisions under the FISA statute are implemented
by the Nation’s intelligence agencies, primarily the
National Security Agency. The National Security
Agency, and other intelligence agencies, receive a
largely secret budget which collectively amounts to
approximately $52.7B. The intelligence agencies,
properly, have tens of thousands of people who
work for them. They have statutory authorization
to run special schools and scholarship programs to
assist in recruiting talent in highly sensitive fields
and technologies. The military and intelligence
agencies regularly engage in boundary breaking
research, including the development of the internet
itself through the Defense Advanced Research
Projects Agency (“DARPA”). The technology which
1s not “reasonably available” to such a behemoth
agency with such statutory freedom, amazing
manpower, and incredible resources must be well
nigh impossible.

The FICOR was very dismissive and hostile to
Attorney Zwillinger’s approach to simply terminate
phone digit collection at 10 dialed digits. FICOR
conceded that such an approach would exclude all

18



content information, but it would also exclude all
Post-cut through digits including some information
that the Government might be entitled too.
Because the Government might not get all that it is
allowed to have, specifically constitutionally
unregulated information, FICOR decided to allow
the Government to deliberately pierce protected
information.

It might be true that if the Government narrows
the analogy to a speciously small technical problem,
it might be impossible to distinguish protected
content information from non-content unprotected
envelope information. However that does not
justify  turning constitutional or statutory
paradigm on its head. The Government requires
justification to invade the protected constitutional
sphere. The fact that the Government cannot
distinguish the information is not sufficient to
allow the invasion of the constitutional sphere, but
should deny access to all indistinguishable
information until probable cause is shown and a
search warrant is obtained.

As an example the undersigned amicus undertook
to develop a unique computer program, hand-
crafted just for this case. The Amicus developed
and tested a computer program to sort out some
forms of protected information. The expert report
and actual computer code is included within the
addendum of the brief. The program is capable of
sorting out and discarding fax signals, audio,
speech, and all non-telephone digit data, in real
time. Any non-conforming data is immediately
discarded. No human ear or eye will see or hear
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protected information, simply from a program
developed from scratch on a hobbyist basis by
interested amicus.

Post PATRIOT ACT, the Pen Register statutes now
cover all electronic routing data, including SMS
text messages, dialed digits, fax machine signals,
internet web traffic, email routing information, cell
tower routing data, and all kinds of signals. This
Court has already noted that reasonable
expectations of privacy may change in light of the
new technological era. United States v. Jones, 132
S. Ct. 945, 962 (2012) (Alito, J. concurring). Many
academic commentators have attacked the third-
party doctrine of Smith v. Maryland as no longer
constitutionally feasible in the current world.

Even on the exact question of post-cut through
dialed digits, the Federal Courts have almost
universally declined to allow the Government to
access the information solely upon the no-showing,
no-suspicion, no-warrant basis of the Pen Register
statutes.

There are other means to allow the Government to
obtain the information it seeks, without a dragnet
of protected data in a pen register scheme designed
not to include content. For example the
Government’s primary fear is that it if doesn’t have
access to post-cut through dialed digits, it might be
possible to call a long distance phone service or an
operator and have a call routed through to another
party. It would be terribly easy to assemble a
database of companies with the capability to re-
route phone calls and track outgoing phone
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numbers, and then compare the time of the calls
with the time the suspect called the operator. If
MCI or the ATT operator made an outgoing call
within 2 minutes of a terror suspect dialing the
operator, it 1s easy to make the inference of who the
real party in interest for the phone call is.

Another easy way of sorting out protected content
information would be a timing requirement on the
dialed digits. Most humans dial phone digits in
predictable groups. Assumptions such as this are
actually built into the structure of the telephone
network. Credit card numbers which are protected
information, are normally dialed in 4x4 groups
where phone numbers follow the predictable 3-3-4
groups. Another clever limitation would exclude
any string longer than the 10 digits required to dial
a phone number. Although more complex, the
Iinternational standardization of phone numbers
would allow the Government to make similar
assumptions about international telephone calls.

There is no shortage of reasonable steps the
government could take to avoid hoovering up all
dialed digits, including content, and saving them
for analysis later. The savings clause was actually
intended to put an extra duty upon the government
to avoid impinging upon constitutional protected
content. However, FICOR turned the statute on its
head by allowing the Government to access
constitutionally protected information, without the
required constitutional safeguards, simply for the
Government’s convenience. The fact that the
Government might not be allowed to get
unregulated information which it is allowed, but
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not required, to access 1s not reason to allow it
access to information that it cannot otherwise get.
To follow the analogy back to its roots in Ex Parte
Jackson, there mere fact that someone might mail
a package containing a 2vd ]Jetter to be re-mailed
later does not justify breaking the seal and
accessing the contents of the first package. Nor
could the Government invade a house, a protected
space, simply because there might be information
in it that the Government is entitled to. Nor may
the Government place a GPS on a car for long-term
surveillance simply because it might have been
possible to secrete a tiny coachman in a carriage.
The Government’s convenience, or its claimed right
to access some information, is not the guiding light
of the constitution which is founded on liberty. The
Government, which is capable of being an amazing
instrument of oppression, is deliberately shackled
to specific constitutional guarantees and
procedures to inconvenience it to produce freedom
for the populace. “The Flourth] Amendment itself
reflects a judgment by the American people that the
benefits of its restrictions on the Government
outweigh the costs.” United States v. Stevens, 130
S.Ct. 15717, 1585 (2010).

“[TThis Court has never sustained a search upon the
sole ground that officers reasonably expected to
find evidence of a particular crime and voluntarily
confined their activities to the least intrusive
means consistent with that end.” Keith, 407 U.S. at
317 (quotation omitted). “[Tlhe Flourth]
Amendment protects against the Government; it
does not leave us at the mercy of noblesse oblige.
We would not uphold an unconstitutional statute
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merely because the Government promised to use it
responsibly.” United States v. Stevens, 130 S.Ct.
1577, 1591 (2010).

The proper interpretation of the Pen Register
statutes are significant for public policy reasons.
Due to the wide reach of the Pen Register statutes,
including all electronic routing information and
web traffic, a constitutional use of the procedures is
important. It was once widely assumed that the
simple impossibility of a widespread dragnet of
surveillance against U.S. citizens was enough to
protect citizens against a clear threat to liberty and
a free society

That “domestic security” is said to be
involved here does not draw this case
outside the mainstream of Fourth
Amendment law. Rather, the recurring
desire of reigning officials to employ
dragnet techniques to intimidate their
critics lies at the core of that
prohibition. For it was such excesses as
the use of general warrants and the
writs of assistance that led to the
ratification of the Fourth Amendment.

Keith, 407 U.S. at 327 (Douglas, J. concurring).
The Fourth Amendment expresses “the
reassurance [l generally that indiscriminate
wiretapping and bugging of law-abiding citizens
cannot occur.” Keith 407 U.S. at 321.

Here the Government offers a promise to collect,
but not read Pen Register data without further
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authorization. That has recently been codified into
the statute. 50 U.S.C. § 1845. In the first place,
constitutional rights ought never be subject to the
Government’s promise of good behavior. Simple
observations about human behavior confirm the
nursery school adage that a fox’s promise to guard
the henhouse can never be trusted.

Secondly, the Government will have already
inflicted at least some harm to Fourth Amendment
guarantees by collecting the information and then
storing it. It is precisely for that reason that the
Court in Keith rejected another governmental
promise of responsible behavior, because post-
surveillance judicial review would not guard
against excess surveillance for cases never brought
to trial. “Indeed, post-surveillance review would
never reach the surveillances which failed to result
In prosecutions. Prior review by a neutral and
detached magistrate is the time-tested means of
effectuating Fourth Amendment rights.” Keith, 407
U.S. at 318. The Keith case specifically rejected
deviation from the warrant requirement and prior
judicial authorization because it would allow the
Government to invade a constitutional protected
sphere unreviewed.

3. The Decision below speaks to the
constitutional guarantees of liberty gravely
impacting much of American life.

With modern technology, non-content envelope

information can provide a very deep view into an
average person’s life. Remembering the original

24



purpose of Jackson and Katz which allowed the
distinction to protect privacy, a number of academic
commentators have suggested revisiting the
distinction and overhauling it in favor of something
more protective of privacy. After all, “the Fourth
Amendment protects people, not places.” Katz v.
United States, 389 U.S. 347, 351 (1967)

The most demonstrative example of addressing and
routing information providing real clues to content
1s in the arena of internet traffic. Internet traffic,
now included within the reach of the Pen Register
statute, contains Uniform Resource Locators
(“URLs”) which are commonly called website
addresses. While going to “www.google.com” might
not reveal much about a person, “www.aclu.org” or
a visit to the Federal Society’s website, “www.fed-
soc.org” can provide insight into a person. Even
phone numbers, when combined with a phone book,
can show a person is a bachelor if they phone the
local pizza parlor more than three nights a week, or
that they are needy if they phone a psychiatrist
regularly. Much as Justice Sotomayor said about
GPS tracking, Pen Register data may “reflect[] a
wealth of detail about [someone’s] familial,
political, professional, religious, and sexual
associations.” US v. Jones, at 955 (Sotomayor, J.
Concurring).

In fact, non-content information can be so specific
as to breach attorney client privilege, and the work
product privilege. While this Court’s website is
appropriate encrypted, the FISC and FICOR
websites are not. A visit to an address labeled
“http://www.fisc.uscourts.gov/public-filings/misc-
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16-01-motion-aclu-release-court-records” would
show that someone was following another
controversy presently before the FISC. One could
easily surmise that an advocate was preparing to
make a fundamental argument about justice and
the power of the courts to provide remedies for
errors, if the advocate visited,
“http://scholar.google.com/scholar_case?case=9834
052745083343188&g=marbury+v.+madison&hl=e
n&as_sdt=40006.” Now that the Government may
collect advanced knowledge of Attorney Work
Product, without even a Search Warrant, the gut of
the Sixth Amendment may be undermined. In like
vein, the concerns expressed by Justice Douglas
about surveillance undermining and eventually
extinguishing First Amendment freedoms through
chilling and suppressing expression and dissent
remain poignant. Keith, at 330-333 (Douglas, J.
Concurring). Combined with the fact that Pen
Register information can be cheaply stored and
accessed years later, a horrifying ability to track
someone’s life and thought process emerges. United
States v. Jones, at 955-956 (Sotomayor, J.).

In light of the increasingly revealing nature of non-
content information, this Court may, in the near
future, need to revisit the distinction in order to
keep the Fourth Amendment, and other
Amendments, alive as a guarantee of liberty. For
today, these concerns are simply consequences that
will occur if the FICOR decision stands, especially
given that it is one of a few courts, like this one, that
have immediate nationwide effect.

a. The 224 Prong of Katz
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Even though this Court made clear in United
States v. Jones that the traditional common-law
trespass analysis was still alive under the Fourth
Amendment, the rubric provided by Justice
Harlan’s concurrence in Katz v. United States, 389
U.S. 347 (1967) is the primary guarantee of
constitutional privacy. That rubric, focusing on
“people[] not places,” looks for a reasonable
expectation of privacy and a societal willingness to
protect it. Katz, at 361.

The “societal willingness to protect” prong 1is
important in the context of evolving technology.
Both the dissent and the concurrence in Jones
acknowledged that new technologies may require
the Court to reframe the constitutional guarantee.

More fundamentally, it may be
necessary to reconsider the premise
that an individual has no
reasonable expectation of privacy in
information voluntarily disclosed to
third parties.... This approach is ill
suited to the digital age, in which
people reveal a great deal of
information about themselves to
third parties in the course of
carrying out mundane tasks.
People disclose the phone numbers
that they dial or text to their
cellular providers; the URLs that
they visit and the e-mail addresses
with which they correspond to their
Internet service providers; and the
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books, groceries, and medications
they purchase to online retailers...
I for one doubt that people would
accept without complaint the
warrantless disclosure to the Gov-
ernment of a list of every Web site
they had visited in the last week, or
month, or year.

US v. Jones, at 957 (Sotomayor, J. Concurring).
The “reasonably available” technology language is
an extra duty upon the Government to consciously
and scrupulously avoid constitutionally protected
content information. Society has now reached a
maturity point where such a duty can and should
be i1mposed within the Katz formulation as a
constitutional obligation.

b. An exemplar

The Amicus’s computer program provides an
excellent example of the technological possibilities
for privacy protection. Tested with over 400 years
of audio signals, the program can in real time sort
out all voice and fax or computer signals, leaving
only digital dialed touch-tone phone signals. The
program has a high success rate.

While new technology allows the Government to do
amazing things, perhaps approaching an Orwellian
reality, the technology also allows for a close
supervision of the Government. Now, more than
ever before, remedies can be narrowly tailored.
While the founding generation winced at the
Government viewing papers, we have since created
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remedies to allow the Government to seize and
review entire filing cabinets with “taint teams,” and
have applied that theory to computer records.
United States v. Tamura, 694 F.2d 591 (9th
Cir.1982); Unites States v. Comprehensive Drug
Testing Inc, 621 F.3d 1162 (9t Cir. 2010).
Computer programs like the one generated for this
Court by the Amicus can and should become
standard in dealing with Government searches of
large swaths of information. The Fourth
Amendment places, upon the Government, the
burden to justify an intrusion into the
constitutionally protected private sphere.

More over the particularly requirement, all to
easily ignored in a digital world, is a “textual
command” that the Governmental intrusion be
controlled and limited. Vague executive guidelines
about minimization are plainly insufficient when
compared to the guarantee of advance judicial
review. Keith. The Court should strongly consider
not merely respecting the constitutional right, but
imposing an affirmative duty upon the Government
going forward.

A program such as the one submitted here is
inexpensive to develop and very resource efficient.
The Amicus tested the ability of the program to run
against an audio stream in real time and the test
was successful. The program is a discriminator,
which prevents the Government from ever coming
into possession of protect information by discarding
that which the Government is not allowed to
possess. Such a process contains much less risk of
Government malfeasance than simply storing
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information for later, under a dubious promise that
the Government will not make further use of it
without authorization.

A real-time limiter such as the program here also
avolds running afoul of the Fourth Amendment
issues Inherent in storing information for later
analysis. Keith and other cases make clear that
unauthorized surveillance itself is a Fourth
Amendment violation. Storing the information, to
sort out what i1s permissible and what is not
permissible at a later date is still a violation for the
interception of data the Government was never
entitled to in the first place. Despite the
Government’s policy arguments, the Government
always bears the burden to justify the intrusion.
Absent a search warrant, founded on probable
cause, particularized to a specific subject, with a
controlled scope of search, the constitutional
protections of privacy are a dead letter.

4. The Decision implicates the balance between
liberty and national security

The FICOR decision draws a great deal of
intellectual weight from the assertions of national
security and concerns about terrorist attacks.
While these are weighty concerns, they cannot
justify abandoning the guarantees of freedom
contained within our Bill of Rights. Time and
again, this Court has emphasized that our
Constitution endures in peace and in war.

Even the war power does not remove

constitutional limitations safeguarding

essential liberties... this concept of
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"national defense" cannot be deemed
an end in itself, justifying any exercise
of legislative power designed to
promote such a goal. Implicit in the
term "national defense" is the notion of
defending those values and 1ideals
which set this Nation apart. For almost
two centuries, our country has taken
singular pride in the democratic ideals
enshrined in its Constitution... It
would indeed be ironic if, in the name
of national defense, we would sanction
the subversion of one of those
liberties—the freedom [from
unreasonable search and seizure]—
which makes the defense of the Nation
worthwhile.
United States v. Robel, 389 U.S. 258, 264 (1967).

Conclusion

Wherefore the Amicus respectfully pray that this
Honorable Court grant the petition for certiorari
and hear the case.

Respectfully Submitted

/S/ John Walsh
Counsel of Record
Walsh & Walsh LLP
PO Box 9

Lynnfield, MA 01940
617-257-5496
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Marc Zwillinger, ZwilGen PLLC, Washington, D.C.,
argued the case as court-appointed amicus curiae.
With him on the brief was Jacob A. Sommer

Aditya Bamzai, United States Department of
Justice, Washington D.C., argued the case for the
United Stated. With him on the brief were John P.
Carlin, Stuart J. Evans, J. Bradford Wiegmann,
and Lisa M. Farabee.

Before Bryson, Cabranes, and Tallman, Judges.
Per Curiam.

The Foreign Intelligence Surveillance Court
(FISC) certified this matter under 50 U.S.C. §
1803(j) for review by this court. The FISC certified
the following question to us:

Whether an order issued under 50 U.S.C. §
1842 may authorize the Government to obtain all
post-cut-through digits, subject to a prohibition on
the affirmative investigative use of any contents
thereby acquired, when there is no technology
reasonably available to the Government that would
permit:

(1) a PR/TT I[pen register/trap-and-trace]
device to acquire post-cut-through digits that
are non-content DRAS [dialing, routing,
addressing, and signaling] information,
while not acquiring post-cut-through digits
that are contents of a communication; or
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(2) the Government at the time it receives
information acquired by a PR/TT device, to
discard post-cut-through digits that are
contents of a communication, while retaining
those digits that are non-content DRAS
information.

We have reviewed the record and considered briefs
from the government and from amicus curiae
appointed by the court under 50 U.S.C. § 1803() to
present argument in this matter. We conclude that
section 1842 authorizes, and the Fourth
Amendment to the Constitution of the United
States does not prohibit, an order of the kind
described in the FISC’s certification. Read fairly
and as a whole, the governing statutes evince
Congress's understanding that pen registers and
trap-and-trace  devices will, under some
circumstances, nevitably collect content
information. Congress has addressed this difficulty
by requiring the government to minimize the
incidental collection of content through the
employment of such technological measures as are
reasonably available—not by barring entirely, as a
form of prophylaxis, the use of pen registers and
trap-and-trace devices simply because they might
gather content incidentally.

Nor does an order authorizing such
surveillance run afoul of the Fourth Amendment's
guarantee against unreasonable searches and
seizures. The warrant requirement is generally a
tolerable proxy for “reasonableness” when the
government 1is seeking to unearth evidence of
criminal wrongdoing, but it fails properly to
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balance the interests at stake when the government
1s instead seeking to preserve and protect the
nation's security from foreign threat. We therefore
hold that surveillance of this type may be
constitutionally reasonable even when it is not
authorized by a probable-cause warrant. We
further hold, on the facts presented here, that the
order under review reasonably balances the
investigative needs of the government and the
privacy interests of the people.

I

On, January 21, 2016, a judge of the FISC approved
an Application for Pen Register and Trap and Trace
Device(s) after finding that the application met the
requirements for a pen register/trap-and-trace
authorization order under the Foreign Intelligence
Surveillance Act (“FISA”). The authorization
provided for the installation and use of pen
register/trap-and-trace devices on a cellular
telephone number used by the subject of an ongoing
investigation to protect against clandestine
intelligence activities, with the assistance of the
service provider for that number.1

1 A pen register is a device or process that records
or decodes dialing signals transmitted from a
telephone or other wire or electronic
communication instrument or facility. A trap-and-
trace device 1s a device or process that captures
incoming signals and therefore identifies the
originating number or source of an incoming wire
or electronic communication.
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As requested by the government, the court's order
granted “the authority to record and decode all
post-cut-through digits,” as described in a
memorandum filed by the government with the
FISC on August 17, 2009, in connection with an
earlier request for similar authorization. The
court's order further provided that the government
“shall not make any affirmative investigative use of
post-cut-through digits acquired through pen
register authorization that do not constitute call
dialing, routing, addressing or signaling
information, unless separately authorized by this
Court.” In a secondary order, the court directed the
service provider to furnish “all information,
facilities, or technical assistance necessary to
accomplish

the installation and operation of the... device(s).”

“Post-cut-through  digits” are numbers or
characters that are dialed after the call is initially
connected or “cut through.” Frequently, those
numbers are other telephone numbers, as when a
caller places a calling card, credit card, or collect
call by first dialing a carrier access number and
then, after the initial call is "cut through," dialing
the telephone number of the intended recipient. See
U.S. Telecom Ass'n v. FCC, 227 ¥.3d 450, 456, 462
(D.C. Cir. 2000); In re Application of the United
States, 396 F. Supp. 2d 45, 48 (D. Mass. 2005). Both
the first dialed number (the carrier access number)
and the second dialed number (the intended
recipient's number) constitute dialing information.?

2 The statute that defines pen registers and trap-
and-trace devices for the purposes of this case
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The initial dialed number, however, is likely to be
of little interest to investigators who are seeking to
determine what specific number the caller is
calling. In such a situation, in order to discover
what number is being called, the investigators
must be able to intercept the post-cut-through
digits.

In some instances, after a caller has dialed a
telephone number, the caller dials additional digits
that do not constitute dialing information, but
instead constitute a form of content information.
For example, after dialing a bank, the caller may be
prompted to input a password, a personal
1dentification number, or a bank account number.
Or, under certain circumstances, a customer may
enter a credit card number or a Social Security
number by dialing additional digits. That
information is considered content information. As
the government acknowledges, pen register orders

refers to such information as "dialing, routing,
addressing, or signaling information" utilized in the
processing and transmitting of wire or electronic
communications, 18 U.S.C. § 3127(3), ( 4). That
phrase is sometimes represented by the acronym
DRAS. For simplicity, we will refer to that
information simply as “dialing information,” but
with the understanding that the term is meant to
include all four categories of information set forth
in section 18 U.S.C. § 3127, and to exclude what we
shall refer to as “content information."
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do not target the interception and decoding of such
content information.3

The authorization granted by the FISC judge in
this case was consistent with prior FISC practice.
Since at least 2006, FISC judges have issued pen
register/trap-and-trace orders under 50 U.S.C. §
1842 that have authorized the acquisition of all
post-cut-through digits, while generally prohibiting
the use of those digits that do not constitute dialing
information.

In the order certifying the question of law to this
court, the FISC judge set forth in detail the
background of the legal issue presented by the
government's application. The FISC judge also
described the manner in which other courts have
dealt with this issue under the pen register/ trap-
and-trace provisions of title 18 of the United States

3The term "contents" has the same meaning in this
context as in the federal wiretapping statute, where
it is defined to mean "any information concerning
the substance, purport, or meaning of [a wire, oral,
or electronic] communication." 18 U.S.C. § 2510(8);
1d. § 3127(1). A different definition of "contents" is
set forth at 50 U.S.C. § 1801(n). The definitions in
section 1801, however, apply to terms "[a]s used in
this subchapter'—id. in 50 U.S.C. §§ 1801-1812,
the FISA subchapter on electronic surveillance.
That definition does not apply to "contents" for
purposes of the FISA subchapter on pen registers
and trap-and-trace devices, 50 U.S.C. §§ 1841-1846.
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Code, which govern the use of such devices in the
context of criminal investigations.

The FISC judge explained that the pen
register/trap-and-trace statutes provide that the
information intercepted by pen registers and trap-
and-trace devices "shall not include the contents of
any communication." 18 U.S.C. § 3127(3), (4). A
related section, however, states that the
government "shall use technology reasonably
available to 1it" that restricts the recording or
decoding of electronic or other impulses "so as not
to include the contents of any wire or electronic
communications." /d. § 3121(c). In the past, the
FISC judge explained, the government has argued,
and the FISC has accepted, that in the absence of
such reasonably available technology, the
government is permitted to obtain all post-cut-
through digits, so long as the investigative use of
any content information contained therein is
prohibited. Because there is not now and has not
previously been any known or reasonably available
technology to segregate dialing information from
content information in post-cut-through digits prior
to the interception of those digits, the government
has contended that it is entitled to obtain post-cut-
through digits even when the acquisition of such
digits comes with some risk of intercepting content
information.

The FISC judge explained that the government's
Iinterest in acquiring such digits is concretely
presented in this case. The subject of the
investigation 1s suspected of engaging in
clandestine intelligence activities on behalf of a
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foreign government, contrary to the interests of the
United States. [Redacted Text]. Using currently
available technology, the government cannot
1identify the foreign telephone number without
obtaining the entire set of post-cut-through digits.

Considering the competing privacy interests, the
FISC judge concluded that they are not great. Even
though some post-cut-through digits may
constitute content information, they "nonetheless
involve a narrow category of information from a
subset of calls placed from a targeted phone
number." The intrusion, the judge explained, is less
than obtaining the full contents of calls to or from a
targeted number, and the intrusion is also
"mitigated by the prohibition on affirmative
investigative use" of the non-dialing - information.

In view of the uniformity of the authorities holding
that post-cut-through digits may not be intercepted
in the parallel setting of criminal investigations,
the FISC judge concluded that the "disagreement
between the FISC and other courts provides reason
to believe that consideration of these issues by the
[Foreign Intelligence Surveillance Court of Review]
would serve the interests of justice." See 50 U.S.C.
§ 1803(j). We find that it is appropriate for this
court to address the certified question.

IT

The problem in this case is this: Under presently
available technology, there is no way for a pen
register to distinguish between dialing information
and content information contained in post-cut-
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through digits so that it can be directed to intercept
only the former and not the latter.4 Therefore, in
the case of a pen register order that authorizes the
interception of post-cut-through digits, there is
some risk that content information will be
intercepted along with dialing information. The
question we have been asked to decide is whether
the statute that authorizes the issuance of pen
register orders for foreign intelligence purposes
permits courts to authorize the interception of post-
cut-through digits, even though there is some risk
that such digits might sometimes include content
information.

A

The statute that governs the use of pen registers
and trap-and-trace devices for foreign intelligence
purposes is title IV of FISA, 50 U.S.C. §§ 1841-46.
That statute provides that the government can
obtain an order authorizing the installation and use
of a pen register or trap-and- trace device upon a
statutorily sufficient showing, made either to a

* The amicus curiae argues that such technology
already exists: the government can limit the
collection of digits to the first ten dialed digits. To
be sure, that approach would exclude all content
information, but at the expense of excluding all
dialing information that might be present in post-
cut-through digits, even in settings where there is
no reasonable likelihood of intercepting content
information. That is not a technological solution
that discriminates between dialing and content
information, as referred to in section 3121(c).
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judge of the FISC or to a properly authorized
magistrate judge. Id. § 1842.

An application for a pen register or a trap-and-trace
device under section 1842 requires the approval of
the Attorney General or a designated attorney for
the government. /d. § 1842(c). It also requires a
certification by the applicant that the information
likely to be obtained "is foreign intelligence
information not concerning a United States person
or is relevant to an ongoing investigation to protect
against international terrorism or clandestine
intelligence activities." Id. § 1842(c)(2). Finally, the
application must contain a "specific selection term"
to be used as the basis for the use of the pen register
or the trap-and-trace device. /d. § 1842(c)(3). A
"specific selection term" is a term "that specifically
1dentifies a person, account, address, or personal
device, or any other specific identifier." Id. §
1841(4)(A)(4). Tt must be used to limit, "to the
greatest extent reasonably practicable, the scope of
information sought, consistent with the purpose for
seeking the use of the pen register or trap and trace
device." /d § 1841(4)(A)Gi).

Section 1842(h)(1) of FISA provides that the
Attorney General "shall ensure that appropriate
policies and procedures are in place to safeguard
nonpublicly available information concerning
United States persons that is collected through the
use of a pen register or trap and trace device
installed under this section." Section 1842(h)(2)
further provides that the FISC is not prohibited
from imposing additional privacy or minimization
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procedures with regard to the installation or use of
a pen register or trap and trace device."

The definitional section of title IV of FISA, section
1841, provides that the terms pen register and trap-
and-trace device have the same meanings that are
given to those terms in section 3127 of the title 18.
The definition of pen register in section 3127
provides as follows, in pertinent part:

[Tlhe term "pen register" means a
device or process which records or
decodes dialing, routing, addressing,
or signaling information transmitted
by an instrument or facility from
which a wire or electronic
communication 18 transmitted,
provided, however, that such
information shall not include the
contents of any communication...

18 U.S.C. § 3127(3). The definition of "trap and
trace device" in title 18 contains similar language:

[TIThe term "trap and trace device"
means a device or process which
captures the incoming electronic or
other impulses which identify the
originating number or other dialing,
routing, addressing, and signaling
information reasonably likely to
identify the source of a wire or
electronic communication, provided,
however, that such information shall
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not include the contents of any
communication;

Id § 3127(4).
B

The question whether title IV of FISA authorizes
pen register orders to collect post-cut-through
digits turns on the meaning of the definitional
language in 18 U.S.C. § 3127(3), and in particular
the "proviso" clause, which reads as follows:
"provided, however, that such information shall not
include the contents of any communication." It is
clear that the statutory language is intended to
prohibit the use of pen registers for the purpose of
Intercepting content communications such as bank
account numbers, social security numbers, and
personal identification numbers. The statute
expresses that intent in an unusual way, however,
by making the prohibition against intercepting
content information part of the definition of "pen
register."?

The most literal interpretation of section 3127(3),
read in isolation, leads to a problem. If a device
ceases to be a pen register whenever it intercepts

>The statutory provisions that apply to trap-and-
trace devices are largely (but not entirely) parallel
to the provisions that apply to pen registers.
Because our analysis of the legal issue presented
in this case is the same for both pen registers and
trap-and-trace devices, we will generally refer only
to pen registers for simplicity
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post-cut-through content information, it is
1impossible to know in advance whether the device
is a pen register (and thus whether its use may be
authorized under title IV of FISA).

A pen register intercepts the digits that are dialed.
It does mnot distinguish between dialing
information, on the one hand, and dialed digits that
constitute "the contents of any communication," on
the other. With currently available technology, that
distinction can be drawn only after the information
collected by the pen register has been decoded.
Defining a device as a pen register depending on
the nature of the material it ultimately collects thus
poses a dilemma for courts that are asked to
authorize the collection of dialing information, and
in particular post-cut-through digits. A court
seeking to determine whether to authorize a pen
register application that includes post-cut-through
digits cannot know in advance whether the device
will intercept some content information and
therefore be ineligible for an authorization order.

One approach to resolving that problem 1is to
conclude that if there is any chance that content
information will be intercepted, a pen register order
that authorizes the collection of post-cut-through
digits may not be entered. Adopting that theory,
several courts have held that the pen register
statute does not authorize the collection of any post-
cut-through digits. See In re Application of the
United States, 622 F. Supp. 2d 411 (S.D. Tex. 2007);
In re Application of the United States, No. 6:06-mj-
1130 (M.D. Fla. June 20, 2006), affg In re
Application of the United States, No. 6:06-mj-1130
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(May 23, 2006); In re Applications of the United
States, 515 F. Supp. 2d 325 (E.D.N.Y. 2007); In re
Application of the United States, 441 F. Supp.

2d 816 (S.D. Tex. 2006).6

® One of the courts that has addressed this
issue has concluded that all post-cut-through digits
constitute content information. /n re Application of
the United States, No. 08 MC 0595, 2008 WL
5255815 (E.D.N.Y. Dec. 16, 2008). On that premise,
the court declined to authorize the interception of
post-cut-through digits. That premise, however, is
flawed, as it 1s well understood that post-cut-
through digits can include both dialing information
and content information, and that they may often
include only dialing information.

The amicus curiae argues that all post -cut-
through digits are content with respect to the
service provider, and that the interception of post-
cut-through digits should never be authorized. That
argument is unconvincing, as the definition of
"contents" for purposes of pen registers 1is
"information concerning the substance, purport, or
meaning of [a wire, oral, or electronicl
communication." 18 U.S. C. § 2510(8). That
definition does not include dialing information,
whether viewed from the perspective of the
individual or the provider. The fact that the
provider is not the one who uses that information
for dialing purposes does not alter the fact that the
information is dialing information. "The FCC made
that point in its decision on remand from U.S.
Telecom Ass'n v. FCC, 227 F.3d 450 (D.C. Cir.
2000), cited by the amicus curiae. The FCC
explained that whether particular information is
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The theory adopted by those courts might lead to
the conclusion that the collection of post-cut-
through digits may be authorized in circumstances
in which the government can assure the court that
it 1s highly unlikely that content information will
be intercepted along with dialing information. None
of the above-cited decisions have drawn that
distinction, however. Rather, they have flatly
barred the government from relying on the pen
register statutes to intercept post-cut-through
digits. See In re Application of the United States,
622 F. Supp. 2d at 422 ("If the Government has no
means to exclude collecting content when collecting
post-cut-through dialed digits, the Government
may not obtain such information under the Pen
Register Statute."); In re Applications of the United
States, 515 F. Supp. 2d at 339 ("Until the
Government can separate PCTDD that do not
contain content from those that do, pen register
authorization is insufficient for the Government to
obtain any PCTDD."); In re Application of the
United States, 441 F. Supp. 2d at 827 ("Post-cut-
through dialed digit contents...are not available to
law enforcement under the Pen/Trap Statute."); In
re Application of the United States, No. 6:06-mj-
1130, at 5 (M.D. Fla. June 20, 2006) ("[T]his Court

call identifying information has nothing to do with
"whether a carrier uses the dialed digits as part of
its own call processing." In re Communications
Assistance for Law

Enforcement Act, 17 F.C.C.R. 6896 (2002).
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rejects the United States' argument that i¢ can
obtain post-cut-through digits on the lesser
showing permitted by the pen register and trap-
and- trace statutes.").

We think the better approach is to interpret the
definitional language of section 3127(3) to mean
that a court may not authorize the use of a pen
register to collect content information, and that any
content information that is collected cannot be used
for any investigative purposes. Under that
interpretation, a court can authorize the use of a
pen register to collect post-cut-through digits, as
long as the collecting agency takes all reasonably
available steps to minimize the collection of content
information and is prohibited from making use of
any content information that may be collected.

We conclude that the latter interpretation of
section 3127(3) is more in line with the statutory
text and the purpose the provision was intended to
serve. In particular, we do not believe Congress
intended to prohibit the use of pen registers
whenever there was any risk that the intercepted
digits would constitute content information. To the
contrary, we believe the best interpretation of the
related provisions of the pen register statutes is
that Congress understood that content information
might sometimes be intercepted by authorized pen
registers, but intended that steps should be taken
to minimize that risk to the extent reasonably
possible. Both the text and the legislative history of
the pen register statutes support this
interpretation of section 3127(3).
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It is clear from the text of the pen register
provisions 1in title 18, read as a whole, that
Congress understood that some content
information might be intercepted in the course of
executing a valid pen register order. One of those
provisions is 18 U.S.C. § 3121(c). The statute states:

(c) Limitation. A government agency
authorized to install and use a pen
register or trap and trace device
under this chapter or under State law
shall use technology reasonably
available to it that restricts the
recording or decoding of electronic or
other 1impulses to the dialing,
routing, addressing, and signaling
information utilized in the processing
and transmitting of wire or electronic
communications so as not to include
the contents of any wire or electronic
communications.

18 U.S.C. § 3121(c).

That language requires the government to
use '"reasonably available" technology to avoid
recording content information. But the prohibition
1s conditional, requiring the government to use
such restricting technology only if it is "reasonably
available." Thus, by requiring the use of
"technology reasonably available" to restrict
recording and decoding of intercepted information
to dialing information, Congress recognized that
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such technology might not be available or might not
achieve the objective with perfect accuracy.

The plain import of the statutory language is that,
absent such "reasonably available" technology,
lawfully authorized pen registers will sometimes
intercept and decode content information contained
in dialed digits, in addition to information
regarding dialing information. Thus, section
3121(c) strikes a compromise that allows the
government to obtain the dialing information to
which it 1s entitled, while requiring that all
reasonably available measures be taken to avoid or
minimize the collection of content information.

As the amicus curiae points out, section 3121(c) is
not incorporated by reference in title IV of FISA
and therefore does not directly apply to FISA pen
register applications. Nonetheless, it 1s important
to our analysis here because it provides guidance in
determining how Congress intended courts to
interpret the definitional provisions, sections
3127(3) and (4), which apply to both title 18 and
title IV of FISA. The argument that section 3121(c)
is irrelevant to FISA pen registers also ignores the
body of law that teaches that "where words are
employed in a statute which had at the time a well-
known meaning at common law or in the law of this
country they are presumed to have been used in
that sense unless the context compels to the
contrary." Lorillard v. Pons, 434 U.S. 575, 583
(1978) (quoting Standard Oil v. United States, 221
U.S. 1, 59 (1911)).
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Based on the legislative history of, and
amendments to, the criminal pen register statute,
and Congress's understanding of the developing
technology, it can safely be assumed that Congress-
1n incorporating the criminal pen register definition
into FISA-understood that it was incorporating
more than just the definition of a pen register at
section 3127. Indeed, the author of what became
section 3121(c), Senator Patrick Leahy, was quite
clear that the provision was necessary to address
the incidental collection of content under a pen
register order 147 Cong. Rec. 20,680 (2001)
(statement of Sen. Patrick Leahy). But at the same
time Senator Leahy recognized that the
government's ability to avoid the collection of
content information was subject to the limitations
of "reasonably available technology." /d.

The amicus curiae takes the position that the
definitional language of section 3127(3)-"provided,
however, that such information shall not include
the contents of any communication"-plainly
forecloses the conclusion that a pen register may
lawfully intercept content under any
circumstances. And some courts, likewise seizing
on the "provided" clause of section 3127(3), have
dismissed section 3121(c) as a mere "added
precaution to ensure that the Government does not
use an authorized pen register to collect contents."
In re Application of the United States, 622 F. Supp.
2d at 421.

We cannot agree with either position. Our duty is

"to construe statutes, not isolated provisions," and
to properly discharge that duty, "we must read the
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[statute's] words in their context and with a view to
their place in the overall statutory scheme." King v.
Burwell, 135 S. Ct. 2480, 2489 (2015). Of particular
salience here, we are to avoid interpreting one
statutory provision in a manner that would render
another provision superfluous. Corley v. United
States, 556 U.S. 303, 314 (2009).

In focusing narrowly on section 3127(3) and giving
short shrift to the natural implication of section
3121(c), the amicus curiae's plain-language
argument and the "added precaution" theory run
afoul of these principles. If section 3127(3) barred
courts from authorizing the collection of post-cut-
through digits, there would be no need for
technology to distinguish between dialing
information and content information. The need for
technology to distinguish between the two types of
information arises only if the courts can authorize
Investigators to intercept signals that can
sometimes contain content. Because only post-cut-
through digits can contain content information, the
limitation of section 3121(c) must necessarily be
directed to post-cut-through digits. And because the
limitation in section 3121(c) is conditional, not
absolute, the two provisions can be read in harmony
only by construing them to permit the interception
of post-cut-through digits under appropriate
circumstances.”

7 The amicus curiae contends that if the
government's argument were applied to Internet
pen registers, the government could collect
information generated by a wide variety of
activities on the Internet uploading documents, and
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The background and development of the provisions
of title 18 that authorize the installation and use of
pen registers confirm our understanding of the
statutory text by shedding further light on the
meaning of the pen register statutes in general, and
section 3121(c) in particular.

Prior to 1986, there was no federal statute that
governed the use of pen registers and trap-and-
trace devices. Title III of the Omnibus Crime
Control and Safe Streets

Act of 1968, Pub. L. No. 90-351, 82 Stat. 197, dealt
with the interception of oral or wire
communications that could "be overheard and
understood by the human ear." S. Rep. No. 99-541,
at 2 (1968). Title III was silent, however, as to the
use of pen registers or other devices that could
intercept non-content information.

drafting emails. [Redacted Text]. Nonetheless, the
amicus argues that the prospect of such collections
indicates that the government's statutory
construction must be wrong. We disagree. Even
assuming that the government's statutory theory
would apply in the same manner in that different
technological setting, we would have to determine
whether any technology is reasonably available to
excise content. Moreover, the application of the
government's theory in that setting, if it had the
consequences argued by amicus curiae, might call
for a different Fourth Amendment balancing of
interests.
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In Smith v. Maryland, 442 U.S. 735 (1979), the
Supreme Court held that the Fourth Amendment
does not apply to a pen register that simply
monitors the digits dialed on a party's telephone.
The Court reasoned that the calling party has
voluntarily turned that dialing information over to
a third party and has assumed the risk that the
third party would turn that information over to the
government. Thus, the Court held that pen
registers unlike  wiretaps that intercept
conversations, could be installed and operated
without the need for a court order.

In 1986, Congress changed that regime with the
enactment of the Electronic Communications
Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat.
1848. That statute added a provision authorizing
the government to install and use pen registers and
trap-and-trace devices, but only upon obtaining a
court order. The showing required to obtain such an
order was less demanding than the probable cause
showing required for a wiretap authorization,
however. For the installation and use of a pen
register or trap-and-trace device, the statute
required only that the government represent that
the information being sought was "relevant to an
ongoing criminal investigation being conducted" by
the requester's agency. 18 U.S.C. § 3122(b) (1988).

Eight years later, in the Communications
Assistance for Law Enforcement Act of 1994, Pub.
L. No. 103-414, 108 Stat. 4279, Congress revisited
the use of pen registers and trap-and-trace devices.
The legislative history of that statute shows that
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Congress understood that pen registers were
capable of intercepting content information in the
course of performing their authorized function of
intercepting dialing information.® Congress's
response to that problem was to direct that the
interception of content incidental to the
interception of dialing information was

to be minimized to the extent that it was
technologically feasible to do so.

In particular, Congress added the "limitation"
provision, section 3121(c), to the pen register
statutes. The enacted version of section 3121(c)
stated:

A government agency authorized to
install and use a pen register under
this chapter or under State law shall
use technology reasonably available to
it that restricts the recording or
decoding of electronic or other
impulses to the dialing and signaling
information utilized in call processing.

8 The problem of pen registers intercepting
"content" or "transactional" information was
discussed throughout the Joint Hearing on the bill
that became the 1994 statute. See Digital
Telephony & Law Enforcement Access to Advanced
Telecomms. Techs. and Servs.: Joint Hearings
Before the Subcomm. on Tech. and the Law of the
S. Comm. on the Judiciary and the Subcomm. on
Civil and Constitutional Rights of the H. Comm. on
the Judiciary, 103d Cong. 39-40, 50, 110-11, 114,
116, 158, 161 (1994).
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18 U.S. C. § 3121(c) (1994).

That provision recognized that pen registers were
capable of intercepting content information.
Congress's solution to that problem was to direct
agencies using pen registers to use technology that
was "reasonably available" to restrict the recording
or decoding of content information and limit the
information - obtained to "the dialing and signaling
information utilized in call processing." In effect,
Congress directed the agencies to do the best they
reasonably could to limit the interception of content
information, but it did not suggest that, in the
absence of such reasonably available technology, a
pen register could not be authorized if it posed the
risk of intercepting content information.

Both the House and Senate Reports on the 1994 Act
explained that the purpose of the amendment was
not to prohibit the use of pen registers, but to
"requirel] law enforcement to use reasonably
available technology to minimize information
obtained through pen registers." S. Rep. No. 103-
402, at 18 (1994); H.R. Rep. No. 103-827, pt.1, at 17
(1994).2 In particular, the reports explained that

9 The term "minimization" has a familiar meaning
in the context of interceptions of -electronic
communications. Section 2518(5) of title 18 directs
that electronic surveillance must "be conducted in
such a way as to minimize the interception of
communications not otherwise subject to
interception." The requirement of minimization
thus contemplates that some unauthorized
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the new provision would require government
agencies "to use, when reasonably available,
technology that restricts the information captured
by such device to the dialing or signaling
information necessary to direct or process a call,
excluding any further communication conducted
through the use of dialed digits that would
otherwise be captured." S. Rep. No. 103-402, at 31;
H.R. Rep. No. 103-827, pt. 1, at 32.

Senator Leahy, the principal sponsor of the
legislation, used the same language when
explaining the text of the amendment during floor
consideration of the legislation in the Senate. See
140 Cong. Rec. 20,451 (1994) (statement of Sen.
Patrick Leahy).

Accordingly, as matters stood after the 1994
legislation, the government could obtain
authorization to use pen registers, even though
those devices might in some instances intercept
content information, as long as the government
used all technology that was reasonably available
to minimize the extent to which such content
information was intercepted and decoded.

Four years later, Congress amended FISA by
adding the pen register and trap-and-trace
provisions of title IV, 50 U.S.C. § 1841 et seq. The
new section 1841 provided that the terms "pen

interception will inevitably occur, but that the
agency must take steps to keep that interception to
a minimum.
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register" and "trap and trace device" were to "have
the meanings given such terms in section 3127 of
title 18." Pub. L. No. 105-272, 112 Stat. 2396, § 601
(1998).

Following the attacks against New York and
Washington on September 11, 2001, Congress
enacted the USA PATRIOT Act of 2001, Pub. L. No.
107-56, 115 Stat. 272. Among many other
provisions, Congress modified portions of the pen
register/trap-and-trace statute. The changes made
at that time are at the heart of the issue before the
court today.

The principal change to the pen register/trap-and-
trace provisions was to make those provisions
applicable not just to telephony, but to all forms of
wire and electronic communications. In so doing,
Congress made four amendments that bear on the
present issue.

First, Congress omitted the words “call processing”
and added the words "routing" and "addressing" to
section 3121(c) to cover technologies other than
telephony. /d.

§ 216(a).

Second, Congress modified section 3121(c) to state
explicitly that the purpose of directing the
government to use 'reasonably available"
technology to limit the collection of certain
electronic signals was "so as not to include the

contents of any wire or electronic communications."
1d.
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Third, Congress amended the definition of "pen
register" by expanding the definition to include
"dialing, routing, addressing, or signaling
information transmitted by an instrument or
facility from which a wire or -electronic
communication is transmitted." /d. § 216(c).

Fourth, Congress added the proviso in the
definitions of pen register and trap-and-trace
device that read: "provided, however, that such
information shall not include the contents of any
communication." /d.

The USA PATRIOT Act was enacted seven weeks
after the September 11, 2001, attacks, and in light
of the speed with which it was enacted, there is only
limited legislative history for the statute. The
changes to sections 3121(c) and 3127 were added in
the Senate. In the absence of a committee report,
Senator Leahy, the chairman of the Senate
Judiciary Committee, presented a detailed
summary of the changes on the day before the Act
was passed. He explained that the language used in
the pen register and trap-and-trace statutes was
intended "to expressly exclude the use of pen-trap
devices to intercept 'content' which is broadly
defined in 18 U.S.C. 2510(8)." 147 Cong. Rec. 20,680
(2001) (statement of Sen. Patrick Leahy). He added
that the Act "requires the government to use
reasonably available technology that limits the
Iinterceptions under the pen/trap device laws 'so as
not to include the contents of any wire or electronic
communications.” Id.
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Importantly, Senator Leahy recognized that,
notwithstanding the statutory directive to use
reasonably available technology to avoid collecting
content information, the "pen/trap devices in use
today collect 'content.” [Jd. In particular, he
recognized the risk of collecting content
information from "[tlhe impulses made after a
phone call is connected." /d. He explained that the
amendment to section 3121(c) was intended to
underscore the need to incentivize the development
of better technology to limit the interception of
content information, particularly in light of the fact
that the USA PATRIOT Act made the pen register
provisions applicable to a wide array of modern
communications technologies, such as the Internet,
and not simply traditional telephone lines. See also
H.R. Rep. No. 107-236(1), at 52-53 (2001).

Senator Leahy stated that he was concerned that in
broadening the types of dialing information that
could be intercepted to include routing and
addressing information, Congress might be
misunderstood as authorizing the interception of
content information. He said that to - address that
issue, he had favored including definitions of those
terms 1n the 2001 statute, but that the
administration had objected. Instead, to address
his concerns, the administration agreed to include
the references to content information in sections
3121(c) and 3127(3) and (4).

Senator Leahy also noted that, in light of the known
risk of collecting content information from post-cut-
through digits, he would have preferred a
requirement of somewhat heightened judicial
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review for pen register and trap-and-trace
applications. But in the absence of such a
requirement, he acknowledged that the statute
continued to require only that the government "use
reasonably available technology" to limit the
collection of content information.

Senator Leahy's comments make clear that the new
language added in the 2001 statute was intended to
avold expanding the type of information that could
be intercepted, not to narrow it. In particular,
nothing in his comments, or elsewhere in the
legislative history, suggests that, in the absence of
an  effective  technological  solution, the
amendments to the pen register/trap-and-trace
statutes were intended to prohibit the collection of
dialing information simply because there was some
risk that content information might incidentally be
collected as well.

Analysis of the sequence of pertinent statutes leads
us to conclude that Congress recognized, from as
early as 1994, that judicial authorization to collect
post-cut-through digits posed the risk that some
content information would be intercepted. But
Congress chose to deal with that risk by requiring
the government to wuse reasonably available
technology to minimize the extent to which such
content information was collected. It could have
dealt with that risk by preventing the collection of
post-cut-through digits altogether, but it did not.

We therefore conclude that a close analysis of the

statutes that have authorized pen register orders
starting in 1986 does not support the view that
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Congress sought to prohibit any authorized
collection of dialing information whenever it posed
some risk of additionally collecting content
information. What Congress elected was a course of
minimization, principally through the use of
"reasonably available technology."

II1

Our analysis of the pen register statutes requires
us to consider whether those statutes, if construed
to authorize the interception of post-cut-through
digits, would run afoul of the Fourth Amendment.

As noted above, the Supreme Court in Smith v.
Maryland held that the use of a pen register to
collect the numbers dialed on a target telephone
does not constitute a ‘"search" for Fourth
Amendment purposes. The Smith case, however,
involved the use of a pen register to obtain dialing
information only; no content information was at
issue in that case, in the form of post-cut-through
digits or otherwise.

It may be that if a pen register interception were
directed at the acquisition and use of content
information, it would be unlawful in the absence of
a court order issued on a showing of probable cause.
In the context of criminal investigations, that
would certainly be the case for the interception of
conversations through electronic surveillance,
Berger v. New York, 388 U.S. 41 (1967), and it has
been held that probable cause is required to
authorize the disclosure and wuse of content
information in email communications, see Warshak
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u. United States, 490 F.3d 455 (6th Cir. 2007),
vacated, 532 F.3d 521 (6th Cir. 2008) (en bane). The
same rule might apply to the use of a pen register
for the purpose of intercepting content information.

But the FISC judge's authorization order for post-
cut-through digits does mnot target content
information; it targets dialing information. If
content information is collected at all, the collection
of that information 1s incidental, and the FISC
judge's authorization order directs that no
investigative use be made of that information (at
least in the absence of a further order from the
court). The constitutional issue, therefore, is not
whether a probable cause warrant is required to
use a pen register to obtain content information for
investigative purposes. Rather, the question is
whether the risk of incidental collection of content
information renders the collection of dialing
information n post-cut-through digits
unreasonable in the absence of a probable cause
warrant, even when the content information w